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14 partners including Deutsche Welle

3 years Horizon Europe project
15 September 2022-2025

Co-funding from UK grant and Swiss SERI
(Swiss State Secretariat for Education,
Research and Innovation )

Follow-up to WeVerify and Truly Media:
compatibility with InVid.




Objectives

Provide novel, fair and explainable
Al tools and methods that
continuously adapt to evolving
disinformation targets, narratives,
and types, based on the latest
advances in the Al landscape.
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1. Verify multimodal content

Audio-visual identity verification

A) Anchor video S) Same Subject D) Different Subject
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Multi-modal
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Audio subspace
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2. Analyse the behaviour of disinformation agents

Detect coordinated link sharing behaviour and outputs networks of coordinated
social media agents.

________________________
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3. Uncover disinformation campaigns

1. Multimodal and multilingual near-

duplicate detection
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Fact-check

Bolivia <- Bolivia

Mexico <- Mexico

Indonesia <- Indonesia
Philippines <- Philippines
France <- France

Colombia <- Colombia

Spain <- Spain

Brazil <- Brazil

United States <- United States

India <- India
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2. Clustering of topically and
semantically similar messages

disinformation campai

4. Hierarchical semantic model of
disinformation

> 3. Spatio-temporal analysis of
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Medical domain
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Antivax narrative
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Claim 1

Claim 2
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4. Assess and reduce impact @)
veraQai

Monitoring the amplification role of platform algorithms

SHOWING POSTS ABOUT: Trump and Biden voters were served drastically different

L’BERAL e CONSER VATI VE o articles on their Facebook feeds during and after the riot

Addicting Info @ [ £] ﬁ Allen West @ [ £]
7 houn 1] hour X

This is a disaster. Just keeps getting better..,

Popular articles in panelists’ Facebook feeds, by day

BREAKING: Trump's Next Executive Order Wil... Trump just signed an executive order, and it's a ...

The gay communily is the next 10 feal the wrath of Trump's hate-fillec pr... MViming
wes2 WSE3 A 21K 27K S0 4 280

Goooooooooogle

Egypt




5. Assist professionals @®/Q)
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«*e'® InVID LN m = | ® Engish 3y
o TOOLS ASSISTANT TUTORIAL DEMO CLASSROOM ABOUT

e Enhance the web- Warning
. Some elements of this content have been flagged
based assistant from
The image from this URL has matched against the following from the database of known fakes with a similarity score of 0.66

the WeVerify plugln hitp:/weverify.eu/resource/Claim/fba6{707edcf6a%0bechBeb3a873t4a5

e Chatbot explaining
the Al tool outputs
Potential Tools

i 1 Media @ Below are the tools you can use on this media type
e Assistance with _ » e

@ Image Analysis
Retrieve contextual information about the image

URL Media

debunk authoring

e Low overhead
flagging of Al output
errors

Q Magnifier
Examine the image thoroughly

Forensic
2Q  Detect any image manipulation

Feedback

[ 1 OCR
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6. Enrich data and update Al models
VEerQuai

- Dashboard  Search  Similarity Search O Login
WeVerify Y <
M Search A WeVerify / M Dashboard / Q
. n eX I n g a n Search for Debunks by filters and/or keyword

curation of newly RSt Epessne B

Langt |mage purporting to show TIME magazine cover claiming that Ukrainian

debunked content

Peases  President Volodymyr Zelensky no longer uses ‘z' and ‘V’ letters is digitally altered
Organ

® Expert-in-the-loop

1 Authc
approach to retrain g Bscde o
Al m OdElS Locati |3 rivista Time non ha dedicato una copertina a Zelensky che «rifiuta di usare le
Pleases  |ettere V e Z» nel suo nome e cognome
e U=Use of expert- Conee
DEBUNK
. Please S
SOu rced I |StS Of pDate UMa alegada capa da revista norte-americana "Time" esta a ser partilhada nas
redes sociais. Na imagem surge Volodymyr Zelensky mas o nome do presidente
SUSPICIOUS CO htent ucraniano esta escrito de outra forma, "Ladimir Ele” } i&§ ]

pela propria revista: Zelensky tera renunciado as le

HIS NAME AND SURNAME
ISHES

s ga“’

apelido. Verdade ou falsidade?

2 Poligrafo @111.89



Foundation: WeVerify user-facing tools ®Q

VelQuai
InVID-WeVerify Verification plugin (counts 75,000+ weekly users)
Truly Media (EDMO technical platform)
Jee'®  InVID A m = En_)g:h
Database of Known Fakes (DBKF) :
- A, TOOIS st
i) Video v
Already gathering a large number of @ v BB ovio [ mage Q search S Dataan
. Q Search v -
users across Europe and worldwide, ¥ e , )
| amn:izis @ @) Magnifier
mostly media professionals, human
® About
rights activists, etc.
B Metadata Forensic 3
< WEE foct, OCR @ CheckGif ]



But how do we make sure that
these tools work for you and
fit in your workflow?

12



User-Centred approach @/
veraQai

R Ry The deSigner’s Share
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Diagram about social design by Victor Papanek.
'Design for the Real World: Human Ecology and Social Change' (London: Thames and Hudson, 2011)



EBU + DW partnership

Previously: Helped define user needs and

EBU: design requirements through participatory
Al and Data Initiative design workshops — complementary to
News Department ethnographic studies, data sprints and

EBU Academy — survey run by other project partners

EBU community

+ Now: Take part in evaluating tools

Deutsche Welle implementation: participatory evaluation

Dissemination and training
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vera.ai: an iterative process ®Q
vVerQoi




Participatory Evaluation @/
Veraoi

Scandinavian tradition

Based on participatory design, where actively involving

all stakeholders in a design process > evaluation process RED'S TRIBUTING
Value each stakeholder’s perspective and input THE POWER ]—O CREATE

Make sure that implementations
 meet the needs and expectations of the users SOC |ETY‘
* are relevant to them
e are meaningful

: : : Anu Paajanen
* make them gain a sense of ownership of the solutions ’

Interdisciplinary and democratic process



What is PE in vera.ai? @)
VerQai

* A qualitative, user-centred approach, focused on end-user practices and
workflows (vs. evaluating a prototype’s technical performance): usability, error
transparency, explainability, cross-examination etc

» Stakeholders involvement (end-users and tech partners) in the process definition
and decision-making

* Applicable to prototypes at different levels of readiness

 Methods tailored to evaluation needs: interviews, online workshops, video
ethnography, diaries, in-the-wild testing, winter school etc

* Advandages: user-centred evaluation results, fitting into user workflows, agile
and iterative



Participatory evaluation in vera.ai
Ql

Following up on the user requirements defined in Participatory Design sessions
Agile timeline

Evaluating features rather than entire tools, focusing on workflow-specific
features

Role

Complementary to the technical evaluation
process (more on this later)

All together: Collectively define evaluation goals
and criteria: what does a design need to achieve
in order to be considered successful? Implementation

Look and feel



Example process — Initial situation ®Q

Technical partner perspective

* | know that (my) Al systems face uncertainties
| want to be transparent about that

= How do | successfully inform users about
uncertainties of my tool, so that they can make
well-grounded decisions?

VelQai

End-user perspective

* | want to integrate Al based systems into my
journalistic workflow

* For my decision-making process, | need to
know whether/to what degree | can rely on
the results of an Al system

—> Does the Al system really help me in my
decision-making?




How to go from

Technical partner has
implemented a prototype
based on user
requirements:

Displaying uncertainties
when presenting the
results

@@

We break down the
prototype into
,evaluatable” bits

We contact end-users to
take part

We decide all together
what evaluation criteria to
set

Evaluation!

End-users answer ‘Does
this way of displaying
uncertainties help me in
my decision-making?’

Uncertainties are
displayed in a way that |
can rely on it.

Parts a&b of it are helpful,

but | wouldn‘t rely on it. I'm
missing x&y.




CBB NOWR  pashboard  Search Similarity Search ~ Multilingual Search ~ About O Login  Language

akes

Search
Search for Debunks by filters and/or keyword

A Home / Q Search for Claims

Search...

Filters .
filters
Search Result For:

Language LOCATION:I ICONCEPT:I IAUTHOR:I |ORGANIZATION:‘
‘ All Languages M ‘ About: 127312 Debunks Order By:
Organization
‘ All Organizations v ‘
DEBUNK 319 hours ago
Author
(Al | Fotografia da atriz que interpretou a "Mulher Maravilha"
uthors 2 d
‘ viraliza nas redes sociais: alegadamente, Gal Gadot ter-se-a
Locations juntado aos militares israelitas para servir a sua patria. Mas
[ All Locations v sera mesmo assim?
Concepts
2 Marta Ferreira @3.00
‘ All Concepts d ‘
' DEBUNK B 23 hours ago
Date
Conseguir emprego depois dos 50 anos pode ser, muitas
01/01/2000 B 01/01/2023 B oepr o - - . . s e
vezes, uma tarefa dificil. Sera que este é o limite maximo de

idade no que diz respeito a admissao de novos trabalhadores

am Frainm e Pl asaD




Get involved! @
VerQai

We’re looking for professional journalists,
factcheckers and media researchers

Contact: Lalya Gaye <gaye@ebu.ch>
Would your colleagues be interested too?
Follow our website / social channels for more activities!

https://www.veraai.eu/



https://www.veraai.eu/

Technical Evaluation (AFP)
\% Qi

Complementary to the participatory evaluation:
Tools performance vs. workflow

Contact: Denis Teyssou (AFP) denis.teyssou@afp.com



mailto:denis.teyssou@afp.com

Testing vera.ai synthetic beta image detector

Testthe new synthetic image detector:

Onstall on your Chrome-based browser the InVID-WeVerify verification plugin

Home > Extensions > Fake news debunker by InVID & WeVerify

V1D Fake news debunker by InVID & WeVerify
(® Featured

W% W& W 25 O | News&Weather | 100,000+ users


http://u.afp.com/plugin

Testing vera.ai synthetic beta image detector

Register for the advanced tools (if you do not have them yet). If you’re a new

registrant, please indicate “betatester” as a Role.

3
Once you get the

notification approval,
ask for an access code
with the same email
address you used to
register

Advanced tools

Access to advanced tools is reserved for journalists, fact-
checkers and researchers. You need to apply and
register to use them.

Already registered? Get an access code:

Email 3

GET AN ACCESS CODE

Do you already have a code Click here

2

Not already registered? Register for an access to the

service:

REGISTER

Feedback

Registration

Why register ? Due to the high computer load, the use
of this feature is restricted to journalists, fact-checkers
and researchers. You need to register first and once
your registration has been approved, you will be able
to request the access code to use the advanced tools.
We DO NOT store personal data and will NOT use
your email for any other purpose. In case of problem,
use the feedback button.

Email

{ professional email address

A valid fact-checking, media or research organization
email address is required

First name *
[ Enter your first name

Last name *

Organization*

Role* -

Role within organization is required

Role (Other)

betatester

REGISTER



Testing vera.ai synthetic beta image detector

If you are already an advanced tools user and do not see the synthetic media
detector in the image tab, then please send AFP a message through the
feedback button. They will upgrade your profile asap so that you can get access.

*e'® InVID @ N m | ( English
VerQai TOOLS ASSISTANT TUTORIAL DEMO CLASSROOM AB BN
@l Advanced tools
LOGOUT
2 Tools ‘\ TOOIS The advanced tools are unlocked
i Video v
! Video E] Image Q Search S Data Analysis  ?
= Image v
Q Search v
§  Data analysis v m Image analysis & Q Magnifier B Metadata
It brings you contextual information of animage It prov ides a magnifying lens and a photo editor It extract metadata for jpeg images and videos (in
Other tools v posted on Facebook or Twitter to help you examine an image thoroughly mp4 or mav format)
. r A .
®  About Forensic (4 ] ©ocr; OCR el [eF] CheckGif @@ &

It provides an enhanced toolkit to detect image It provides optical character recognition for texts It compares an original image and a tampered one

eeeeeeeeeeeeeeeeeeeee Feed baCk

Synthetic i ms o | Bomme s o 2w button
image

detector

It returns the probability whether an image is Al- through deepfake techniques (mainly face
eeeeeeeeeeeeeeeeeeeeee

< HIDE



Questions and comments?

29



Lalya Gaye

Contact: gaye@ebu.ch

CENTRE FOR
RESEARCH & TECHN
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Follow us on Twitter: @veraai_eu
Website: https://www.veraai.eu/
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